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| raise_exception();

1 /7 the line below 1is never reached
3 access(probe_array[data * 4096]);
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1 ; rce = kernel address, rvbx = probe array
? XOor rax, rax

3 retry:

+ mov al, byte [rcx]

5 shl rax, Oxc

6 JZ retry

7 mov rbx, gword [rbx + rax]
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1 ; rce = kernel address, rvbx = probe array

? X0r rax, rax - rax = 0

3 retry:

+ mov al, byte [rcx] rax (CIFOME U-BI9h 54

5 shl rax, Oxc rax = rax * 4096

6 jz retry E WE(CKMUSEFHE0IRT

7 mov rbx, gword [rbx + rax] {mm rbx+rax DT —FZF v v alCHED
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if (x < arrayl_size)
y = array2larrayl[x] = 4096];
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> FI(EDENTaken(CFRA SN DL DD TF IR EFESE
J2IRREZ A8 TE

> TDR. xDEZESWMADIEEDIRDIMN?
> HER(C 7 OTERTD7 RLAE
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arrayl size
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g?rayl[x]
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arrayl size
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» INZE 2 : spectre gadget
> gadget(IMRIOT S LMNSEITTETRALELFIR0N
> HMBHDIHES AT SUD—EhgadgetE UTERX D
» Windows 8, 10 DHBES1 TS (ntd11l.d11) D—EP

adc edi,dword ptr [ebxtedx+13BE13BDh]
adc dl,byte ptr [edi]
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» INZE 2 : spectre gadget
> gadget(IMRIOT S LMNSEITTETRALELFIR0N
> HMBHDIHES AT SUD—EhgadgetE UTERX D

» Windows 8, 10 DHBES1 TS (ntd11l.d11) D—EP

e e " edi = probe_array®7cEE)” KL X
REREE Y I\\ ebx = m - @x13BE13BD - edx

adc edi,dword ptr [‘ebx+edx+13BEl3BDh]
adc dl,byte ptr [edi]
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» gadget(IWRI OIS LANMSEITTERLELFR0N
> BMBHDIHEEBES AT SUD—EhgadgetE L THEZX D
» Windows 8, 10 DHBES1 TS (ntd11l.d11) D—EP

I N edi = probe_array base
H \ — —
REEMEZ Y I\\ ebx = m - Ox13BE13BD - edx

adc edi,dword ptr [‘ebx+edx+13BEl3BDh]
adc dl,byte ptr [edi]

7 RL ZAmh532-bitD T — &5+ Ledi[THIE
edi = probe_array_base + [m]
2o HBETImDEZES 27 RLADFT—FZ2F v alcHtE

» probe_array ZHBE S TS URBEICENEEHIDOTOTCANSE
Fr w1 (CEHD TLDINEDHIRNRD ZENA]EE
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» INZEE 1 DA : Javascript(C KDdWeb D S IH (CXH T BINEE
» Javascript : Webt -1 MBE(CESXOVUT NEEE

» WebDJ S JH (IWebH - bhvSJavascriptz4 o> 0O— RUT
EITTETBDLIIESNTULS

» Javascript1— RS ChromedOTCADTSAR— b XE
DUDEZSGRAHH T CENTEE

1 if (index < simpleByteArray.length) {
2 index = simpleByteArray[index | O0];
3 index = (((index = 4096) |0) & (32%1024%x1024-1))
4 localJdunk "= probeTable[index|0]|0;
5

}

> D EIEFWebH 1 b Chrome O A DF— S %= 5w+t
B3 EZBKRT D
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» extended Berkley Packet Filter (eBPF)
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» Kernel-based Virtual Machine (KVM)
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